

	Competency Based Job Profile First Line Manager (June 2019)



CITY OF BRADFORD METROPOLITAN DISTRICT COUNCIL

JOB PROFILE 
	DEPARTMENT: Corporate Resources
	SERVICE GROUP:Finance, IT & Procurement

	POST TITLE: Information Governance Officer
	REPORTS TO: Information Governance Manager

	GRADE: Band 8
	SAP POSITION NUMBER : 


The following information is furnished to help Council staff and those people considering joining the City of Bradford Metropolitan District Council to understand and appreciate the general work content of their post and the role they are to play in the organisation.  The duties and responsibilities highlighted in this Job Profile are indicative and may vary over time.  Post holders are expected to undertake other duties and responsibilities relevant to the nature, level and scope of the post and the grade has been established on this basis.
For posts where employees speak directly to members of the Public the post holder is required to demonstrate their ability to speak fluently in English.
As a candidate you will be expected to demonstrate your ability to meet the special knowledge, experience and qualifications required for the role by providing evidence in the application form for the purpose of shortlisting. Applicants with disabilities are only required to meet the essential special knowledge requirements shown by a cross in the end column of this section.

The employee competencies are the minimum standard of behaviour expected by the Council of all its employees and the management competencies outlined are those relevant for a post operating at this level within our organisation. 

Both sets of competencies will be used at interview stage and will not be used for short listing purposes.  
	Key Purpose of Post: 

	To ensure that the Council complies with the statutory Information Governance responsibilities by;-

1. Acting as the first point of contact for Members of the Public and Council officers
 (including Senior Management and Elected Members),in all Information 
Governance related matters.

2. Providing professional advice and guidance and practical interpretation of, often  
varied and complex policies, procedures and legislation i.e. Data Protection 2018, 
the General Data Protection Regulations, Freedom of Information Act and 
Environmental Information Regulations.

3. Co-ordinating and responding to complex and often voluminous information requests, 
within legislatively prescribed timescales and investigating, risk assessing and 
assisting in providing best practice recommendations to Senior Management on all 
reported Data Security Incidents.

	Main Responsibilities of Post: 

	1. To ensure that all requests for access to Council held information (including 
information related to individuals) and any other Data Subject Requests (invoking  

their rights under GDPR) are recorded, assigned to the relevant 
Department/Service and appropriately responded, to within the statutory timescale,

leading on any response where the request covers more than one Service area.

2. To ensure that all requests from Departments / Services, to apply an exemption 
and/or extension,  are dealt with in accordance with agreed policies and procedures referring only the most complex cases to the Information Governance Manager. 
3. Responsible for ensuring that all internal databases are maintained and updated to 
           enable ongoing update and review.
4. To escalate any outstanding matters to Information Asset Owners
 (Senior Management) giving professional advice, as appropriate, on behalf of the 
Corporate Information Governance Team.

5. To record and risk assess data security incidents considering all the different factors
involved in the incident referring only high risk personal data breaches or other 

high risk incidents for the immediate attention of the Data Protection Officer or 
Information Governance Manager.

6. To provide advice and  guidance to Incident Owners (Managers) assisting them in 

incident investigations and producing investigation reports and making appropriate 
improvement recommendations to Departments and Services. 

7. To assist the Data Protection Officer in working with Information Asset Owners 
to develop comprehensive records management, including but not limited to,

maintaining registers of information assets and transfers, including reviewing 
completed registers to identify high risk areas and to work with Departments and 
Services to mitigate these risks.
8. To liase with the Information Commissioners Officer (ICO) as appropriate and 

to record and monitor all recommendations made by the ICO and assist in ensuring

that they are actioned accordingly.  

9. To continuously develop own skills and enhance knowledge of information
governance topics, including changes to legislation and ICO best practice guidance. 

10. Assist and advise staff on the completion of data protection impact assessments and

           data sharing agreements with third parties, for approval by the DataProtection 
           Officer.

11. Deal with all Information Governance enquiries from external parties including 
members of the public, Police, Solicitors and Insurance companies.

12.  Assist in organising training events including the delivery of  IG training packages to 
           all levels of staff and/or provide admin support for training events 
13. Support the induction of new members of staff on systems and procedures within
the IG team.
14. To assist in communicating relevant information, guidance and best practice
pertaining to Information Governance to Service Champions and other staff 

across the Council.
15. To assist in reviewing and maintaining the Council’s Information Governance policies, 

procedures and guidance . 



	Structure:
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	Special Knowledge Requirement: Will be used  for shortlisting. 


	Applicants with disabilities are only required to meet the essential special knowledge requirements shown by a cross in the end column.

	
	Essential

	Due to the Government’s Fluency in English for posts where employees speak directly to members of the public the postholder is required to meet the Advanced threshold level which will be applied where the postholder requires a greater level of sensitive interaction with the public. 

You must be able to demonstrate that you can express yourself fluently and spontaneously (this will also be tested during the interview).
	x

	Carries out the working practices, procedures and basic operations across a specialist area
	x

	Understands and applies health and safety working practices, including risk in own area of work and or across other areas of work (including legislation)
	

	Uses a wide range of basic computer applications
	x

	Knows the costs for products and services within own area of responsibility
	

	Knows and understands how to analyse, interpret and present complex information from a variety of sources
	x

	Ability to work to strict deadlines prioritising workload accordingly
	x

	Communicates effectively at all levels and produces concise user friendly written documentation.
	x

	Delivers presentations and/or information verbally to individuals and /or groups of people.
	x

	Ability to deal with highly confidential and sensitive information on a regular basis
	x

	Ability to work with high levels of accuracy and attention to detail
	x


	Relevant experience requirement: Will be used  for shortlisting 


	The applicant is required to provide evidence of having previously spoken fluently to members of the public in order to meet the advanced threshold level outlined under Special Knowledge above.  

	2 A levels in a business administration / governance related subject or relevant experience of working in an administration/ governance environment 


	Relevant professional qualifications requirement: Will be used  for shortlisting 


	2 A levels in a business administration / governance related subject or relevant experience of working in an administration/ governance environment 



	

	Core Employee competencies at manager level to be used at the interview stage. 



	Carries Out Performance Management – covers the employees capacity to manage 
their workload and carry out a number of specific tasks accurately and at a high standard. 

	Communicates Effectively - covers a range of spoken and written communication skills required as a regular feature of the job. It includes exchanging information/building relationships, giving advice and guidance, counselling, negotiating and persuading and handling private, confidential and sensitive information. 

	Carries Out Effective Decision Making - covers a range of thinking skills required for taking initiative and independent actions within the scope of the job.  It includes planning and organising, self effectiveness and any requirements to quality check work.

	Undertakes Structured Problem Solving Activity - covers a range of analytical skills required for gathering, collating and analysing the facts needed to solve problems. It includes creative and critical thinking, developing practical solutions, applying problem solving strategies and managing interpersonal relationships. 

	Operates with Dignity and Respect - covers treating everyone with respect and dignity, maintains impartiality/fairness with all people, is aware of the barriers people face.  


	Management Competencies: to be used at the interview stage. 


	Operates with Strategic Awareness Our managers work with corporate priorities and policies in a joined up way with others, internally and externally. Works democratically, transparently and accountably.

	Practices Appropriate Leadership Our managers motivate their staff to exceed expectations through raising their awareness of goals and moving them beyond self interest for the sake of the team or service. They consider serving the District in all that they do.

	Delivering Successful Performance Our managers monitor performance of services, teams & individuals against targets & celebrate great performance. They promote the District’s vision & work to achieve Council’s values & agreed outcomes.

	Applying Project and Programme Management Our manager’s work to ensure that outcomes and objectives are achieved within desired timescales, make best use of resources and take a positive approach to contingency planning.

	Developing High Performing People and Teams Our managers coach individuals and teams to achieve their potential and take responsibility for continuous improvement. They champion the Council’s values and goals.

	Working Conditions: 

 

	Must be able to perform all duties and tasks with reasonable adjustment, where appropriate, in accordance with the Equality Act 2010 in relation to Disability Provisions.  

	

	Special Conditions: 

	You will be informed outline if there is a requirement for the post to have recruitment checks 

such as DBS, Warner Process.

	Compiled by:

TB
Date: 24th January 2020
	Grade Assessment Date: 13th February 2020

	Post Grade: Band 8


Head of Corporate Investigations, Information Governance & Complaints 





Information Governance Manager





Senior Information Governance Officer x1





Information Governance Officer x 3
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